








































LET'S GET TO WORK! 

LET'S GETTO 

WORK! 
This Guide is modeled for the mid-size business, but remains agile and adaptable for companies of any size and 

maturity level. If you are like most security managers, you have a small team of IT Security professionals and a group 

of IT infrastructure administrators in varying roles and functions. You may have an in-house legal adviser and a likely 

overtaxed HR department. Your company just experienced an insider threat incident, and you're now tasked with 

making sure this doesn't happen again ... where do you start? What is an Insider Threat Program? What are the 

legal and policy parameters? What are the security requirements? How do you create it? Where can you find these 

answers? 

This Guide focuses on providing pragmatic information and systematic processes to assist you in your efforts. 

Creating a program does not have to be resource intensive nor difficult. What follows is practical, real-world advice 

from noted and experienced insider risk management experts, using sample checklists, flowcharts, and worksheets 

as a means to providing a complete and granular purpose-driven approach. Let this Guide ... be your guide. 

Goals and Objectives 

An effective Insider Threat Program requires clear goals and objectives that serve as guideposts to ensure the most 

efficient use of both capital and human resources. To that end, it's important to clearly articulate the reasons for 

implementing an Insider Threat Management Program. Are you simply trying to fulfill a compliance or legal 

requirement? Or are you responding to an insider threat incident? Are you trying to be proactive or simply in a 

position to efficiently react? Are you focused solely on security? Or productivity, as well? Some initial and useful 

considerations to frame your strategy and to determine your level of effort include: 

Culture 

What is the culture of your organization? The relevant focus here is specifically on the security culture. This is an 

important threshold question to ask because the answer will inform your overall insider threat management 

strategy going forward. Some questions will help frame this answer. 

What are the current security expectations of your workforce? 

• Do you have a robust security awareness program?

• Do you have security policies in place?

• Do your employees understand the importance of security to the organization?

How would an Insider Threat Management Program be viewed by your employees? 

• Part of their job?
• An "invasion of privacy?"
• A necessary means to protect the company?
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LET'S GET TO WORK! 

Have you recently experienced a data breach or other type of security incident? 

• What was the effect on employee morale?

• Can this be a catalyst to support the program?

Current Security Program 

This will be explored in more detail during the Methodology discussion, but it's an important step here to help you 

understand and set realistic goals and appropriately manage expectations. 

What are your current security practices? 

• Do you conduct background investigations or currently monitor network activity?

• How are these viewed by your workforce?

Are there existing components upon which you can build an Insider Threat Management Program? 

Senior Leadership Support 

Senior leadership support is essential to the success of any security program. Establishing the level of effort needed 

to obtain their "buy-in" will inform your overall objectives. 

How is information security viewed by senior executives? 

• Necessary "evil?"

• Value added? 
• What are the funding plans for the information security and security programs for the next fiscal year?

Risk Appetite 

Determining your organization's overall risk appetite or risk tolerance is essential. The corporate view of risk will 

dictate the parameters of your Insider Threat Management Program. This will require a closer examination and a risk 

assessment (See Step 5), but at the outset, it's important to understand how risk aligns with your overall strategy by 

keeping the following questions in mind: 

• Will the risk be shared with a service provider or through the purchase of insurance?

• Will the risk be avoided by altering operations or access?
• Will the risk be accepted and treated as a cost of doing business?

• Will the risk be reduced by employing risk management practices?
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STEP 1: PLAN 
FOR SUCCESS 

This is more than simply 

baselining your existing 

capabilities. This is your chance 

to lay the groundwork for the 

Program itself. Your primary 

role is to convince decision 

makers that the Program will 

have value. Through your 

interactions with key leaders, 

you will gain insights into the 

gaps, needs, and opinions of the 

overall security of the 

organization. 

Practice tip: Outside consultants               

can provide valuable subject               

matter expertise that is necessary             

to conduct a more advanced            

baseline review and assessment                

of your program, which is               

especially useful for establishing             

your subsequent business case.       

Interviews are the preferred method                 

to ensure responsiveness and          

completeness. Surveys will likely be           

ignored and completed haphazardly. 

You should have a clear 

understanding of how your current       

capabilities compare to the best 

practices based on the ten program 

components. This is invaluable 

information to use in your 

discussions with stakeholders and 

formulating your business case. 

INSIDER THREAT MANAGEMENT PROGRAM GUIDE 

INITIATION PHASE 

Goal: Create a baseline of your current security program. 

Participants: CIO, CISO, and security managers. 

Timeframe: This step should take approximately one week to complete. 

Justification: This step is necessary because integrating and building 

upon existing resources saves time and minimizes costs. 

How: To complete this step, you must determine which insider threat 

ecosystem components are already in place, as well as their maturity level. 

A review of current resources allocated is also necessary to obtain a 

complete baseline. This is not a risk assessment, but an initial review of 

existing capabilities and resources in order to baseline the current 

program. See Baselining Template - Appendix A 

Figure 9 

Legal Considerations 

Insider Threat Program 
Management Ecosystem 

Policies and Procedures 
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STEP 2: IDENTIFY 
STAKEHOLDERS 

This is another important 

opportunity to lay the 

groundwork for the Program. 

Arrange personal meetings 

instead of phone calls or emails 

to seek initial input and thoughts 

regarding the Program. 

Stakeholders will be able to assist 

with identifying potential hurdles 

and objectives as well as the 

main "pain points" that you will 

need to address in your business 

case. 

Practice tip: While the majority 

of the key stakeholders will be 

corporate executives, pay close 

attention and seek out the 

informal leaders as well. These 

non-executive decision-makers are 

often the lifeblood of the company 

and their support will be essential. 

You should have a clear 

understanding of who will have 

the most impact on your program. 

This will help you foster the 

necessary relationships across 

your organization. 

INSIDER THREAT PROGRAM 

INITIATION PHASE 

Goal: The goal of this step is to build the corporate team responsible for 

overall business strategy and operations. 

Participants: CISO and CIO. 

Timeframe: This step should take approximately 1 week to complete. 

Justification: This step is necessary because the stakeholders have 

the requisite business responsibilities that you will need to leverage in 

order to advance your program objectives. Stakeholders are the 

lifeblood and their involvement is essential to the creation 

How: To complete this step you must identify the key personnel from 

key business groups to include, but not limited to: Legal, HR, IT, 

Communications, Security, and operational business components. You 

may find creating a committee or council of key personnel is most 

effective as depicted below in a notional example. 

Legal 

Figure 1 O 

Insider 

Threat 

Council 

Application 
Owners 

Executive 
Owners 
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STEP 3: CREATE THE 
BUSINESS CASE 

The business case provides 

the justification for a project. 

Resource requests must be in 

support of a well-defined 

need and must capture the 

quantitative and qualitative 

value prospects. 

The objectives are 1) capture 

knowledge about how the 

business will benefit from the 

project 2) verify that the 

project meets the needs of 

the business 3) provide a 

consistent message. 

Preliminary Questions: 
Why is the project needed? 

How will it address the needs? 

How does it align with 

corporate mission? 

Outcome of inaction? 

Recommended solution? 

Resources required? 

Practice tip: Initially.focus on 

mitigating "unintentional" 

insider threats. They represent 

the greatest risk and one that is 

more easily understood by 

executives. An educated 

employee is a safer employee. 

This will reduce costs by 

decreasing security events, 

thereby promoting efficient 

threat detection. 

INSIDER THREAT PROGRAM 

INITIATION PHASE 

Goal: The goal of this step is to justify the expenditure of resources. 

Participants: The participants in this step include the CISO and senior 

security managers. 

Timeframe: This step should take approximately 1 week to complete. 

Justification: This step is necessary because as a traditional "cost 

center" the program will need both initial and continued operating 

resources. A thorough business case will also assist with developing the 

ROI metrics and continued justification for future resources. 

How: See Business Case Template - Appendix B. 

PREPARATION is key. You must convey value to stakeholders. Your job is 

to manage and develop positive perceptions of the Program itself. You 

must reach out across business units and show them how you will 

support their mission. 

PRIORITIZATION is accomplished by aligning your goals with business 

objectives. Keep the focus on value to the business. Must be viewed as 

an enabler, not a gate-keeper. 

PERCEPTION is crucial and the ability to understand and tailor the 

messaging cannot be overstated. Business managers will be more 

interested in how you will support their mission. Business executives are 

more interested in external effects to the bottom-line. 

PROMOTION requires you to become a "security evangelist." Explain 

how security is relevant to their jobs. You must be seen as an effective 

communicator who understands how to collaborate. The case must also 

be compelling. Focus on a value-added end-state. 
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STEP4: 
ASSEMBLE THE TEAM 

"Crawl, Walk, Run" 

Start with what you have 

available. Build upon Step 1. 

Utilize the personnel and 

departments that have been 

involved with some of the 

functions (e.g. security, 

information security, HR). 

For example, if you already 

have a fully functioning SOC, 

leverage those analysts to 

begin your employee 

monitoring program 

Practice tip: The Team might 

be a "committee" of existing 

personnel to start, but that's 

OK. The long-term goal should 

be, however, to develop a 

wholly independent Team in 

the future to ensure proper 

separation of duties and 

objectivity. You should have 

all necessary work roles 

assigned or have engaged HR 

to fill the necessary positions. 

INSIDER THREAT PROGRAM 

INITIATION PHASE 

Goal: The goal of this step is to create the work roles and identify the 

personnel needed to implement the Program. 

Participants: The participants in this step include CISO and senior 

security managers. 

Timeframe: This step should take approximately 1 week to complete. 

Justification: This step is necessary because clarity of roles and 

functions creates ownership of responsibilities that lead to a more 

efficient program. 

How: To complete this step you must do the following: 

1) Determine work roles - Figure 11 represents a notional insider threat

management team. The composition and requirements will vary for

each organization, however, the roles themselves are agnostic and

represent a best practice. The Operations Lead is responsible for

investigations and incident response. The Analysis Lead is responsible

for monitoring alerts, drafting reports, and lead generation. The

Architect Lead is responsible for tool operations, optimization, and data

ingest. The Oversight and Compliance Lead is responsible for

measuring performance and ensuring insider threat policies and

procedures are followed.

2) Align current human capital with roles - Review current personnel

capabilities and determine which roles are already met. Some

organizations might simply appoint one person to function across all

roles to start or split duties among several individuals. The focus

should be on the roles and objectives of each role instead of requiring

a full-time employee for each. This will reduce initial operating costs

and start-up requirements.

3) Seek to hire for remaining vacant roles -Address human capital

shortfalls by seeking to hire appropriate personnel.

Operations 
Lead 

Analysis 
Lead 

Figure 11 
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STEP 5: 
ASSESS INSIDER RISK 

Risk management is the 

process of selecting and 

implementing 

countermeasures to achieve 

an acceptable level of risk at 

an acceptable cost. 

Risk: The likelihood that a 

threat will compromise an 

asset. The level of risk is a 

combination of 1) the impact a 

compromise would have on an 

asset and 2) the likelihood that 

a specific vulnerability will be 

exploited by a particular 

threat. 

Vulnerability: Any weakness 

that can be exploited by an 

adversary to compromise an 

asset. 

Threat: Any motive, 

opportunity, or circumstance 

that has the potential to lead 

to the compromise of an asset. 

Practice tip: In conducting 

insider risk assessments, the 

effective application of this 

process requires the skills, 

knowledge, and experience of a 

variety of personnel, including 

stakeholders and subject-matter 

experts. This team approach 

ensures the recommendations 

are credible and based on 

objectively collected data. 

INSIDER THREAT PROGRAM 

DEVELOPMENT PHASE 

Goal: The goal of this step is to develop an implementation roadmap 

utilizing the results of Step 5. 

Participants: The participants in this step include the Team, Vendors, 

and Consultants. 

Timeframe: This step should take approximately 2 weeks to complete. 

Justification: This step is necessary because a prioritized plan ensures 

the greatest amount of risk will be managed at the lowest possible cost. 

How: To complete this step, you must do the following: 1) identify and 

prioritize critical assets 2) identify and prioritize threats 3) identify and 

prioritize vulnerabilities and 4) assess risk utilizing a repeatable 

methodology. See Appendix C. 

Figure 12 
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STEP 6: 
DEVELOP ACTION PLAN 

An action plan is your 

roadmap for implementing 

controls, solutions, and 

countermeasures. 

An effective action plan 

should have one or more of 

the following components: 

• Clear risk statement (what

are you protecting?)

• Mitigation requirements (how

will you manage this risk?)

• Implementation

requirements (what

resources are needed?)

• Solutions or tools (that will

meet these requirements)

• Timeframe (to

implementation)

Practice tip: When evaluating 

solutions, it is important to ask 

the following questions and to 

explore vendor capabilities in 

these areas: 

• Cost

• Effectiveness

• Collection scope

• Analysis capability

• Triage function

• Low noise

• Scalability

• Performance impact

• Interoperability

INSIDER THREAT MANAGEMENT PROGRAM GUIDE 

DEVELOPMENT PHASE 

The purpose of this process is to provide a systematic approach to 

acquiring and analyzing insider risk information for purposes of 

making informed resource allocation decisions. Resources will always 

be limited, and prioritizing security requirements allows you to apply 

them to the most critical assets. With this methodology, the goal of 

security planning shifts from achieving maximum security to achieving 

maximum effectiveness in the allocation of limited resources (i.e. 

reducing the greatest amount of risk at an acceptable cost). 

Goal: The goal of this step is to develop an implementation roadmap 

utilizing the results of Step 5. 

Participants: The participants in this step include the Team, vendors, 

and consultants. 

Timeframe: This step should take approximately 2 weeks to 

complete. 

Justification: This step is necessary because a prioritized plan 

ensures the greatest amount of risk will be managed at the lowest 

possible cost. 

How: To complete this step you must do the following: 

1) Have a clear understanding of the risks identified in Step 5 - The

risk assessment will provide you with a granular and rank-ordered

understanding of which corporate assets are at greatest risk. Be sure

to determine the root cause of each. Is it a lack of monitoring or

auditing? Is it a lack of governance or oversight? Is it a weakness in

personnel processing? Once the cause is clear, proper controls can be 

developed and implemented.

2) Develop requirements - A helpful framework for developing

requirements is to utilize the People, Process, and Technology model.

Ask yourself: are the risks identified in Step 5 best addressed by

adding or training people, improving or developing processes, or

applying technical solutions? People may be the most cost effective

approach and should be your first option especially if training existing

personnel is involved. Processes are also a very cost effective

approach and can often yield positive results by simply organizing and

creating more efficient decision-making. Technology will likely always

be costlier, but may be the only option depending on the particular

operational requirements.

3) Identify solutions to support each requirement - This may involve

hiring or assigning existing personnel to fill needed roles; creating

new processes or procedures; or implementing new technical

solutions.
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DEVELOPMENT PHASE 

STEP 7: DEVELOP OPERATING 
FRAMEWORK AND POLICY 

Strong governance and policy 

frameworks are the glue that 

holds the Program together. 

Weak frameworks lead to 

ineffective and failed 

programs. 

Governance requires top-level 

awareness, understanding, 

authorization, and most 

importantly, positive action. 

Senior leaders must take an 

active role in the 

development and 

implementation of the 

Program. 

Similarly, strong policies will 

ensure parameters are 

followed and alignment of 

security and corporate 

objectives. The baseline 

results from Step 1 should 

provide you with an 

understanding of your policy 

gaps. 

Practice tip: An insider 

threat program is strongest 

when it is integrated with both 

the security and information 

security divisions. The ITPM 

should bridge any gaps 

between the C/50 and CSO, 

creating a unified mission 

focused on managing insider 

threats. 

INSIDER THREAT PROGRAM 

Goal: The goal of this step is to develop the operating framework to 

support the Action Plan through documented policies and procedures. 

Participants: The participants in this step include the Team and 

leadership. 

Timeframe: This step should take approximately 1 ½ weeks to 

complete. 

Justification: This step is necessary because clarity of roles and 

responsibilities will enhance long term program viability. 

How: To complete this step you must do the following: 

1) Create a corporate leadership engagement mechanism (e.g. annual

or quarterly briefing for the board of directors) - This can be a

PowerPoint slide or similar presentation that covers successes

measured against Key Performance Indicator metrics (e.g. incidents

managed, decrease in alerts, fewer unauthorized logins or accesses,

etc.). The objective is to gain a regular audience with your leadership

and advise them of your Team's progress.

2) Develop strategy documents that support the Action Plan and

governance structure - Documentation is key to a successful program,

since it serves to capture and memorialize the organizations support

and dedication to securing the enterprise.

3) Develop policies that support the Action Plan - Each component

must be supported by a corresponding policy and procedures

statement. This is not to suggest that each component requires its own

dedicated policy or procedure. What is required, however, is to ensure

that the processes, roles, and objectives of each is captured and

documented. This may take the form of a single ITMP policy or be

broken into individual documents. The focus is on substance, not the

form in which it is captured and delivered.
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DEVELOPMENT PHASE 

STEP 8: 
OBTAIN EMPLOYEE SUPPORT 

Employee support is a crucial 

part of any insider risk 

management program for 

myriad reasons. Most 

importantly, without it, 

employees may leave the 

company for another place 

where they feel more 

comfortable. Employee 

turnover inhibits confidence 

and undermines morale. 

Their support is also 

necessary because research 

and anecdotal evidence 

supports the finding that the 

majority of insider threats are 

discovered through the 

observations of managers 

and co-workers, not 

technological solutions. 

Effective employee support 

encompasses three pillars: 1) 

they understand the 

importance of security 2) they 

agree to operate within the 

confines of security 3) they 

want to be an active 

participant in the security 

process. 

Practice tip: Messaging that 

focuses on how security can 

enhance an employee's work life 

is far more effective than 

focusing simply on the 

ramifications of wrongdoing. To 

that end, focus on personnel 

assurance (preventing 

workplace violence and 

harassment) and business 

viability (preventing theft of IP 

and sensitive information) 

themes in your messaging. 

INSIDER THREAT PROGRAM 

Goal: The goal of this step is to establish employees as partners in the 

operation of the Program. 

Participants: The participants in this step include HR and senior 

leaders. 

Timeframe: This step should take approximately 1 week to 

complete 

Justification: This step is necessary because employees are the first 

line of defense and are the greatest asset to the program itself. 

Moreover, without employee support, the program will lose credibility 

and legitimacy that could result in unintended consequences (e.g. 

turnover and disgruntlement). 

How: To complete this step you must do the following: 

1) Develop the messaging plan - This will depend on your corporate

culture and whether you have recently experienced an incident or have

a history of security incidents and compromises. If you are starting at

ground zero, then you will need to put forth more time and energy into

formulating a more holistic message. This will require coordination with

your HR, legal, and senior managers.

2) Craft communications (email, flyers, etc.) - Communications should

be simple and provide clarity about the reason for the new changes to

security protocols or why new solutions or tools are now being utilized.

(Note: This is not to suggest that sources and methods should be

disclosed, to the contrary. What should be disclosed, however, are the

programmatic changes and the value to the corporation and employees

themselves.)

3) Deliver message - The message should preferably come from senior

leadership, not from the Program managers themselves. A message

delivered by senior executives will carry with it a tone of legitimacy and

credibility that only they can provide. This will also demonstrate to the

workforce that they themselves (senior managers) have "bought in" to

the program and value its contributions.
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STEP 9: 
ANALYZE DATA 

Identifying available data 

sources is a critical first step 

in developing an effective 

analytical capability. 

The parameters of your 

sources will be dictated by 

the scope of the program 

that you are authorized to 

create and the legal 

parameters of each. 

Corporate culture is 

important here as well. You 

may now be authorized to 

collect, for example, UAM 

information, but you must 

also be prepared to align that 

with the culture and 

expectations of your 

employees. 

Practice tip: You should strive 

to be as transparent as possible 

with your employees. Their 

involvement and support is 

critical to the continued viability 

of your Program. 

INSIDER THREAT PROGRAM 

IMPLEMENTATION PHASE 

Goal: The goal of this step is to ensure that you have the ability to 

analyze collected data. 

Participants: The participants in this step include the Team. 

Timeframe: This step should take approximately 2 weeks to 

complete. 

Justification: This step is necessary because data must be analyzed to 

be useful. 

How: To complete this step you must do the following: 

1) Identify your existing and available data feeds. These may

include:

Internal Sources 

Network 

Off-network 

HR 

Reporting 

Badge 

External Sources 

Criminal 

PAI 

SM 

2) Develop necessary data sharing agreements - The data owners will

likely be in different divisions of your organization. Ensuring that you

have mapped out the necessary sharing protocols is essential.

3) Understand the form and shape of the data - Data may be structured

or unstructured. It may be stored in a spreadsheet or capable of being

sent to your team in "real time." Understanding this will allow you to

more efficiently create your analytic methodologies.

4) Identify analytic solutions - The more robust your data set, the likelier

it is that you will need an automated solution. Seek solutions that map

well to your data sets.

5) Properly staff with intelligence analysts - Map existing resources to 

analytic needs. Do you have the expertise to properly analyze this data?
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STEP 10: DEVELOP 
RESPONSE CAPABILITY 

Developing a response 

capability is much broader 

than simply creating an 

incident response plan. It 

requires identifying and 

understanding your entire 

response framework - data 

sources, alerts and events, 

types of incidents, and partner 

network. 

Alerts and events or "tips" will 

generally come from five 

categories of sources: HR, 

reporting (managers or 

coworkers), lnfoSec, UAM, or 

outside sources (e.g. law 

enforcement or regulatory 

agencies). Do you have clear 

processes and procedures to 

obtain this information in a 

timely manner? 

Tips can generally be grouped 

into five categories: 

misconduct, policy violations, 

fraud, sabotage, and theft of IP 

or trade secrets. Do you 

understand the proper 

procedures for handling each 

type? 

Practice tip: Collection of 

information to support a 

criminal case requires specific 

knowledge, skills, and abilities 

to ensure that it is legally 

admissible and usable by law 

enforcement. Seek help from 

outside experts early in the 

process if there is evidence of 

criminal activity. 

INSIDER THREAT PROGRAM 

IMPLEMENTATION PHASE 

Goal: The goal of this step is to develop an efficient process 

for investigating and responding to threats. 

Participants: The participants in this step include the Team. 

Timeframe: This step should take approximately 1 week to 

complete. 

Justification: This step is necessary because time is of the 

essence after a security event or incident. A clear plan will 

facilitate efficient response and remediation. 

How: To complete this step you must do the following: 

1) Identify potential investigative and response needs - The

size of your organization will largely dictate your needs. Other

factors include: recent history of incidents, implementing new

monitoring solutions, physical locations, new acquisitions, etc.

2) Identify in-house personnel, hire, or outsource - Do you

have the personnel to follow up with interviews and logical

investigations? Do you have in-house forensic capabilities?

Once you understand your response needs, assign roles to

current personnel or hire accordingly.

3) Develop a liaison network of providers and law enforcement

- Identify outside consultants, forensic experts, as well as local

law enforcement and prosecutorial officials.

4) Draft investigative workflows - Map how responses will be

handled and processed, including roles and responsible

officials.

Sources 

---
-- -

Figure 13 1111 

c.,J 
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IMPLEMENTATION PHASE 

STEP 11: IMPLEMENT 
OVERSIGHT AND COMPLIANCE 

Oversight and compliance 

(O&C) is an essential, yet 

often overlooked, 

component of an effective 

ITMP. 

In this context, O&C refers to 

the operational oversight of 

insider threat Team 

members-in colloquial 

terms, a 'watch the watchers' 

program. 

Unlike traditional security 

programs that may collect 

general data about an 

employee, an ITMP will 

collect vast amounts of highly 

sensitive and personal 

information. Safeguarding 

and properly using this 

information is of utmost 

importance. 

Practice tip: Ideally the O&C

lead should be someone from 

outside of the ITMP daily 

operations. This will mitigate 

any potential conflicts of 

interest as well as provide a 

true objective perspective to the 

ITMP itself 

INSIDER THREAT PROGRAM 

Goal: The goal of this step is to ensure the ITMP is implemented in 

accordance with acceptable business practices and complies with 

existing legal and privacy requirements. 

Participants: The participants in this step include the Team. 

Timeframe: This step should take approximately 1 week to complete. 

Justification: This step is necessary because it will create legitimacy, 

protect against unlawful disclosure, and clarify handling rules and 

procedures. 

How: To complete this step you must do the following: 

1) Identify an O&C lead - An FTE is not required, but you must identify a

responsible person to take ownership of the function.

2) Identify requirements - The objective is to ensure members of the

Team adhere to proper collection, use, and dissemination of sensitive

information and conduct themselves accordingly.

3) Draft compliance policy and procedures - Clear policies will drive an

effective Program while also instilling organizational support.

4) Create reporting metrics and mechanisms - Create a mechanism to

capture: lessons learned, mistakes, successes, etc.

5) Create feedback loops - Create a process to review and analyze

program effectiveness. Create a process to incorporate changes to the

program based on lessons learned and feedback.
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IMPLEMENTATION PHASE 

CONCLUSION 

Building an Insider Threat Management Program is an iterative process. It requires persistent attention, evaluation, 

and top-to-bottom support. New solutions, laws, and best practices will continually be developed that will impact 

your program. You must be vigilant and become an active participant and member of the insider risk management 

community. 

When building your program, it is important to be systematic and objective. Focusing on the four primary objectives 

will help you stay on track - Know Your People, Know Your Data, Monitor Interactions, and Investigate. Objectivity 

will allow you to freely establish relationships across your organization regardless of pre-defined barriers or 

"traditional" security stove-pipes. Remember, this is a team effort that requires the support and involvement of 

everyone in your organization. 

It is the hope of the authors that this Guide has added to your understanding of how to develop an Insider Threat 

Management Program. Our goal was to provide a practical guide backed by the experience of true insider threat 

practitioners. We encourage you to regularly check the website lnsiderThreatManagementProgram.com for 

updates and quarterly commentary on the topics discussed in this Guide. You are also encouraged to reach out to 

the authors and provide us with your feedback on how we can improve upon this Guide for future releases. 

GABRIEL FRIEDLANDER 
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ITMG is a leader in providing tailored insider risk 

management advisory services to the private sector. 

ITMG's line of services include Baseline Reviews, 

Insider Risk Assessments, Program Development 

and Enhancement, Insider Threat Law Consulting, 

Insider Threat Program Training, and Strategic 

Consulting. 
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APPENDICES 

APPENDIX A 

BASELINE SURVEYWORKSHEET 
Use the chart below to capture your baseline results and the questions that follow to measure maturity levels. The 

questions are suggested inquiries for you to benchmark your program and are not concrete component 

requirements. The focus is on assessing the maturity level of each ecosystem component against the components 

objective. Thus, the assessor should have the flexibility to assign a maturity level based on their knowledge gained 

and understanding of objectives of each component. Independent consultants can be an invaluable resource to 

help baseline your program and apply their subject matter expertise and experience-driven best practices. 

Maturity Level = Oto 5 ("O" = no progress and "S" = fully developed) 

Insider Threat management Ecosystem 

POC Contact Comments Maturity Resources 
Info Level Allocated 

Governance 
and Strategy 

Personnel 
Assurance 

Awareness 
and Training 

Data 
Management 

Access 
Control 

UAM 

Data Analysis 

Investigation 

Insider Risk 
Assessment 

Oversight 
and Compliance 
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